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|_egislative Background

Personal Data (Privacy) Ordinance

Came into effect on 20 December 1996
Internationally accepted data protection principles
Legal privacy right in the handling of personal data

Legal cross-border transmission of personal data to
facilitate the development of e-commerce

Around 40 jurisdictions have data protection laws
(mostly in Europe)
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ODbjectives of the Ordinance

* Protecting the privacy right of a “data subject”
In respect of “personal data”, but general privacy
ISSues are not protected.

“Data Subject”

A data subject refers to the living individual
who Is the subject of the “personal data”
concerned.
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Definitions under the Ordinance

“Personal Data” should satisfy three conditions:
(1) relating directly or indirectly to a living
Individual;

(2) from which it Is practicable for the identity of
the individual to be directly or indirectly
ascertained; and

(3) In a form in which “access to” or “processing
of”’ the data is practicable.
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Definitions under the Ordinance

“Data”:
any representation of information in any
document, including expression of opinion
or personal identifier (e.g. ID Card Number).

“Document”:
In addition to written document, “document”
Includes visual or non-visual device, e.g.
photo, audio tape, video tape, optical disc.
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Examples of Personal Data - Students

Factual Information :

« Name, age, address, past and current academic
record, etc.

Expression of Opinions :

e Interview record, teachers’ comments, academic
assessment, etc.
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Examples of Personal Data — Staff Members

Factual Information :
e resume, tax return, medical record.

Expression of Opinions :

« Interview record, performance appraisal report,
assessment of promotion or continuance In

employment.
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The Ordinance Governs All Data Users

“Data User”

 Any person (including private and public
sector organizations and government
departments) that controls the collection,
holding, processing or use of “personal
data”.
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Six Data Protection Principles (DPPs)

° 1 — Purpose and manner of collection

P 2 — Accuracy and duration of retention
? 3 — Use of personal data

P 4 — Security of personal data

° 5 — Information to be generally available
° 6 — Access to personal data
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Principle 1 — Purpose and manner of
collection

 shall be collected for purposes related to the
functions or activities of the data user.

« the data collected should be adequate but
not excessive.

 the means of collection must be lawful and
fair.
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Example of unfair collection —
blind advertisement

Company Assistant

- Form 5 or above

- Knowledge of company secretarial
duties

Please send resume to PO Box 100

Company Assistant

- Form 5 or above

- Knowledge of company secretarial
duties

Interested parties please contact
Miss Chan on 2808-xxxx

*Submission of personal data by job applicants
*No identity of the employer provided

*No notification of purpose of use of the data

Job applicants are denied of data access rights

X
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*No submission of personal data by job applicants
«Contact person provided from whom applicants:

- may seek to identify the employer

- may seek information about purpose statement
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Principle 1 — Purpose and manner of
collection

Inform the data subject of the following immediately or in advance:
a) the purposes of data collection;

b) the classes of persons to whom the data may be transferred;

c) whether it is obligatory or voluntary for the data subject to
supply the data;

d) where it is obligatory for the data subject to supply the data,
the consequences for him if he fails to supply the data; and

e) his rights to request access to and to request the correction of
the data (corresponding to DPP6).

Office of the Privacy Commissioner
for Personal Data, Hong Kong

|_" 758 () A 200 L LA 15




Example of: PICS

The Alpha Corporation
Personal Information Collection Statement pertaining to Recruitment

The personal data collected in this application form will be used by the
Alpha Corporation to assess your suitability to assume the job duties of the
position for which you have applied and to determine preliminary
remuneration, bonus payment, and benefits package to be discussed with
you subject to selection for the position.

Personal data marked with (*) on the application form are regarded as
mandatory for selection purposes. Failure to provide these data may
influence the processing and outcome of your application.

It is our policy to retain the personal data of unsuccessful applicants for
future recruitment purposes for a period of two years. When there are
vacancies in our subsidiary or associate companies during that period, we
may transfer your application to them for consideration of employment.

Under the Personal Data (Privacy) Ordinance, you have a right to request
access to, and to request correction of, your personal data in relation to
your application. If you wish to exercise these rights, please complete our
"Personal Data Access Form" and forward it to our Data Protection Officer
in the Human Resources.

Purpose
Statement

Obligatory

or optional

to provide
data

Classes of
transferees

Access &
correction
right




Principle 2 — Accuracy and duration of retention

« Data users shall take practicable steps to ensure
the accuracy of personal data held by them.

 If data users believe the data are inaccurate, they
should not use the data before rectifying them or
they should erase the data.

* The data should be deleted after the fulfillment of
the purpose for which the data are used.
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Principle 3 — Use of personal data

Personal data shall only be used for the
purposes for which they were collected or
directly related purposes, unless the data
subject has voluntarily given explicit consent
to a change In purposes.
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Principle 4 — Security of personal data

All practicable steps shall be taken to ensure that
personal data are protected against unauthorized or
accidental

(a) access,

(b) processing,

(C) erasure or

(d) other use.

Security In the storage, processing and transmission of
data.
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Principle 5 — Information to be generally
available

Data users have to provide

(a) policies and practices Iin relation to personal
data;

(b) the kind of personal data held,;

(c) the main purposes for which personal data are
used.
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Principle 6 — Access to personal data

« A data subject shall be entitled to
(a) request access to his/her personal data;
(b) request correction of his/her personal
data.

« Data user may charge a fee for complying
with the data access request.
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PERSONAL DATA (PRIVACY) ORDINANCE
DATA ACCESS REQUEST FORM

Floawe reag tha Foor and the duly bl glatimg this Farm, Whaene
this Form oontaing a surenary of the rebevant reguirements of the Persoral Data (Privacy)

Cirdinaree [“the Drdirance”], the summary is provided for reference purpose anky. For a
poamplete and defistive slatement of the law, please reler ta U Drdisanen itael.

This Fafm is spected by the Privacy Cenmissionar far Parsesal Data (" the Cemissionar”)
under eection §7(1) of the Croinance with offect from 1 Septerber 2010, Tre datas user
may riduse 18 eamply with yeur data 1 [*yaur 1l @ s mat mads in
this Form [see secton 200He) of the Ordeance).

Mease complete this Form in Chisese or English. The data wer may refuse to comply with
mr reguerl il your request is ral made in either langusge (see seclion 20{31al ol Ure
inaeet ).

T makie & elata pfoess reguist, you must either e tee data subject or & “relevant perion”
as gefimed in section I of the Oirdinarce [please refer ta Part 0 of this Ferm)

You are rart endithed to acoess data which are rad persanal dats ar personal gata rat
barlemwging o you [see deciies 1E(1) of the Ordinarce). The data war is esly requine
ta provide wou with 3 copy of your persanal data rather than a copy of toe document
cantaining yeur perisns dita, Ir mosl siuations the cala der may slect e ravde
a copy of the document concemed. If the personal data you request |5 recoroed Inoan
audio form, the dats ster may provide o trarxcrint of that part of the sudic recard which
containg your perscnd data.

It 4 Important that weu speedy in the Form deady ard @ detail the personsl data that yeu
requess, Tre dats user may refaee ta comply weth your request if yed have rat ruppied
hifm with suck infaration as he may reasendaly egquioe 1o locate Uk recsid il dat (s
section 5310} of the Ordrance],

[ et gt s Farms 1o the Commicrianer. The completed Form should be sont direcily
ta thi dali v fe wher yeu mide yaur et

Tha data user miy reauine yeu 1 gravide deatity arsal such as yaur Heng Kang Identay
Card a= may chage a fee for complyng with your reguest (see sectiors 20[15a) and
28(2] of U~ Dirdirance),

The dats user may refuee to comaly with your regoest in the cicamatanoes spesilied in
seetien 20 of the Ordinasce.

Important Notice to Data User

o wre reguired by sectian 191 af the Ordirance 1o camply with a data sccen regusal
within 48 days e receivieg e samie. To comaply with & dita stoias risgqued? madand e
supply a copy of the reauaited dita. A miee notilicalion given Lo U regudiler Lo colect
thee romeested data or @ rote se=1 to the reguestor for payrent of & fee b5 Fsuffciest. In
coenplying with the regquest. you shedd amit o atheralse not disdese the names or ot
dent=ying pariodars of irdrdolals ather thare the data subect.

i you are unable io comply with the cdeta scoscs reguect within 80 days or bave a lestal
reanan for refuring e comply with the rea B 1= ier 20 of the Crdinance,
wou muid give Lne 1 - redilicatian ol your rafacal ard paur eanpsading
i within the same 40 days period (see secliord 197 and 2707) ol the Crdinance)
I o ge pet held the quasted data, yeu dkauld Slerm U reeuddtes acterdingly wilsin
thee sa=e 20 days period.

tt it ar offere nod fo corphy vrth 2 data acoess reopest in aocornlan oewith the requimemerts
af the Crdinance. Any date weer convicted of poch an oence i fable 5o a fine ot level 3
towrrendhy cot ad HCENE 0000 (vew coction &4107100 of the Ordinarce]

ou may charge & fee far ndml:l_llng waith & gt stoes reguiet, out aection 28(3] ol tha
Oirdimanen prevides that “no fee impesed lor complying with & data acoess recuest shall
B Ol el

Yeu shal refuse 1o comply with a data stoess reguest -
@ wou are not sapplied with sach inforreation as you may measorabdy requine -
it in erder to satisfy vou ar to the entity of the requesion
fiil  whene the requestar purpesis ta be a relevant percan, = order to saticy the
clata uner —
(A) A i b igendity al the individud r relatan e whem thi raguead s
parparli 16 be dueh & persen; and
(Bl thal the g [P T in relation ba that ingividual,
subject 1o subsection 2) of the Ordnance, if you cannot comply with the reguest
witkpit alsclosing persoral data of whick ary other ipalvidual is the dats subject
wrlers wo are satisted that the asher mdrioval has corsented 1o the aisclosure of
th daia to the requostor; or
Izl vy ot case, F compliance with the reques i for the time being prohibited
wnder Uk Cirdirance,
[imd zéctian 20{1] of t~a Ordiranca)
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Offences

Section 64 provides for a variety of offences, for
example non-compliance with an enforcement
notice served by the Privacy Commissioner
carries a penalty of a fine at Level 5 (at present
$50,000) and imprisonment for 2 years.
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Compensation

Section 66 provides for an individual who
suffers damage, including injured feelings, as
a result of a contravention of the Ordinance,
to obtain compensation from the data user
concerned.
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Code of Practice
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Code of Practice

* ldentity Card Number and other
Identifiers

« Human Resource Management

e Consumer Credit Data
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Gu
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Guidelines

Monitoring and Personal Data Privacy at Work
» Guidance of Collection of Fingerprint Data

Guidance on CCTV Surveillance Practices

Guidance on Data Breach Handling and the
Giving of Breach Notification

Office of the Privacy Commissioner
for Personal Data, Hong Kong
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Contact Us

U Hotline  -2827 2827
B = 0 Fax - 2877 7026

I\/ O Website - www.pcpd.org.hk
B O E-mail - enquiry@pcpd.org.hk

O Address - 12/F, 248 Queen’s Road East, Wanchail, HK

© Office of the Privacy Commissioner for Personal Data, 2010

The above PowerPoint may not be reproduced without the written
consent of the Office of the Privacy Commissioner for Personal Data.
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